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End-to-End, Lifecycle Cyber Protection  
for Industrial Systems
By Wesley Skeffington, Xilinx Inc.

SCADA networks in any factory or critical infrastruc-
ture application require protection against increasingly 
sophisticated and well-funded cyber threats. As emerg-

ing security standards such as IEC 62443 help marshal the 
industry’s response, effective protection calls for an end-to-
end, lifecycle approach to device security, extending from the 
underlying hardware to top-level applications and back into the 
supply chain

Introduction: Industrial Networks at Risk
Cyber-attacks against industrial assets and infrastructures such 
as power grids aim to steal trade secrets, disrupt services, and 
damage economies. Tampering with industrial systems can 
also compromise safety and potentially cause injury or fatali-
ties among workers or members of the public. Attackers can be 
lone wolves, terrorist or criminal organizations, or government-
backed teams with a wide range of technical capabilities, fund-
ing resources, and motivations.

However they are funded and whatever their goals, it is clear 
that hackers’ capabilities and the funding available to them are 
increasing. Organizations running any type of industrial system 
can expect to be the subject of cyber-attacks and must take 
steps to protect themselves. This calls for a clear analysis of in-
dustrial networks and their vulnerabilities, and a whole-lifecycle 
approach to managing embedded control systems.

Security Neighbourhoods
A modern industrial control system comprises both Informa-
tion Technology (IT) and Operational Technology (OT) domains, 
which are interconnected. Security needs to be addressed from 
end to end, and can be analysed in terms of general security 
neighbourhoods as shown in figure 1.

With this diagram in mind, using the 2015 cyber-attack on 
the Ukraine power infrastructure as an example reveals how 
both the IT and OT infrastructures need appropriate protection. 
The attack began with hackers sending phishing emails con-
taining malware-infected attachments. Eventually, at least one 
of these was carelessly opened, allowing the hackers to harvest 
login details and passwords. Although firewalls separated the IT 
network from the power-control systems, the stolen credentials 
allowed the hackers to login remotely to the utility company’s 
SCADA systems. 

Although the hackers gained entry by first attacking a weak 
point in the IT infrastructure, subsequently exploiting weak-
nesses on the OT side allowed the attackers to take control of 
devices on the network to maximize disruption. This included 
rewriting the firmware of controllers such as PLCs to prevent 

operators regaining control as soon as the blackouts began. 
Power was restored only after operators physically sent teams 
to each site to take over manual control, which took several 
hours to complete and added significantly to both the inconve-
nience and cost of the outage.

Clearly, vigilance, threat-awareness training for computer 
operators, and malware checking are essential to resist attacks 
aimed at the IT side of the network. However, protecting the 
embedded controllers on the OT side is equally important. An 
effective security policy must also recognize that IT and OT 
networks operate with different protocols, and must satisfy dif-
ferent user expectations in relation to the security triad of Con-
fidentiality, Integrity, and Availability (CIA). The table compares 
typical high-level IT and OT operating modes and their prioriti-
zation of system security protections.

Security for Life
The hardware and software technologies used by hackers are 
constantly evolving and becoming more powerful and sophis-
ticated. The security stance of a system built with the best de-
fences available at the time it is deployed will inevitably degrade 
with time. 

A complete security solution based on a four-stage lifecycle 
(figure 2) helps minimize the vulnerabilities exposed by not only 
providing strong protection but also detecting unauthorized ac-
cess, limiting the potential for damage, and facilitating recovery.

The first stage of the lifecycle is to “Protect” the system as 
strongly as possible given the knowledge the day a system is 
deployed. This should be based on a defence-in-depth strat-
egy that provides several layers of protection in hardware and 
software. The defence in depth strategy must traverse not just 
boot-time software but also the runtime operations of a system.  

The second stage is to assume that someday a system will 
be hacked and ensure it is possible to “Detect” when a system 
has been compromised using secure attestation and measure-
ment technologies that monitor for any unintended or unauthor-
ized changes to the system. In the Ukraine attack, and other 
exploits such as Stuxnet, the target systems had been compro-
mised for many months: after gaining access to one part of the 
system, the hackers were then able to pivot into other parts of 
the system and increase the scale of their attack. 

When a system is detected to be compromised in an indus-
trial asset – where uptime and safety are of the highest priority 
– it is important to have “resilience” in the system to allow for a 
system to fall-back to a safe mode or reduced range of opera-
tion while alerting the operators and maintainers to the fact that 

Figure 1. Security neighbourhoods in the industrial network.

 

Figure 2. Four-stage security lifecycle.

https://twitter.com/eenewseurope
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it has been compromised. 
Finally, it is important to view the security lifecycle as a 

closed loop where fielded devices are able to communicate 
back details of the attacks and compromises they are experi-
encing by which to “Remediate” fielded systems with security 
patches and to improve the security stance of fielded systems 
of similar configuration.

Protecting Embedded Devices
Effective security for OT infrastructures depends on providing a 
foundation by which to build secure solutions at the controller, 
control network, and I/O neighbourhoods. While various tech-
nologies may be used to secure the system in each of these 
neighbourhoods, the general security goals are the same in 
each case. Within these security neighbourhoods, maintaining 
the “chain-of-trust” (figure 3) throughout the operation of each 
digital system is essential.

Recognizing that the system is only as strong as the weak-
est link in the chain of trust, Xilinx Zynq Ultrascale+ system on 
chips (SoC) provide features for establishing a strong security 
foundation at the hardware and boot-time software level. These 
include an immutable device identity and boot ROM, anti-
tamper functions, integrated secure-key storage in eFuses, and 
bitstream authentication and encryption for secure hardware 
loading. The protected boot firmware then enforces a secure 
boot and execution of the first stage bootloader and will stop 
the process if it detects the integrity of the software was com-
promised indicating that tampering has occurred. At the higher 
levels, only an authenticated digitally signed OS image will be 
loaded. 

Once a system is up and running communications with 
any other devices should be protected using authenticated 
communication channels, as well as encryption if protecting 
the data in-flight is deemed necessary. Xilinx FPGAs feature 
integrated hardware accelerators for industry-standard encryp-
tion algorithms such as RSA-SHA, and AES, to support secure, 
encrypted communications. Data exchanges with other ICs in 
the system, such as non-volatile memory (NVM) chips, can also 
be protected using device-unique keys that are unreadable to 
the user. 

Finally, the system monitoring functions such as measured 
boot, measured application launches, and use of TPM (Trusted 
Platform Module) PCR extensions is supported. These links in 
the chain are all necessary to protect the operation and integrity 
of each of the devices in the end to end security architecture.

These interconnected layers of security features, from the 
underlying device hardware to the validated OS and application 

software not only protect the operational state of the device but 
also protect the intellectual property associated with the FPGA 
hardware design and the code running on the device. If this IP 
can be stolen, the consequences not only include potential loss 
of revenue for the device manufacturer, but the additional risk 
that devices can be cloned to launch further attacks.

Improving Security Best Practice
While it is true that hackers present an increasingly skilled and 
well-funded threat, security specialists also are gaining greater 
understanding of the methods used to launch attacks, and 
the most effective responses. Evidence for this includes the 
publication of the international industrial control system security 
standard IEC 62443, and the work of organizations such as 
the Trusted Computing Group (TCG) and the Industrial Internet 
Consortium’s (IIC) Industrial Internet Security Framework (IISF), 
to establish best security practices for embedded systems. 

Xilinx has helped to author IEC 62443, and is an active 
member of the TCG and IIC. Important security functions sup-
ported in FPGA silicon and design tools (figure 4) enable users 
to create industrial control platforms that are compliant to IEC 
62443-4-2 and help accelerate their time to market. In addition, 
new mechanisms are being introduced to enable customer keys 
and unique device identifiers to be installed securely, within the 
supply chain.

Conclusion
Today’s industrial control systems are extremely likely to be 
subjected to cyber-attacks. The power and sophistication 
of these attacks will only increase in the future. An effective 
security policy should not only ensure strong protection but 
also encompass detection, resilience and remediation within a 
four-stage lifecycle. Strong hardware authentication features, as 
well as features supporting secure boot, software measurement, 
and encryption hold the keys to minimizing the attack surfaces 
offered by Operational Technology (OT) devices.

The adage “Knowledge Is Power” holds true in cyber 
security. OT-equipment developers should take the time to 
understand cyber threats and the development of industry 
best practices, and how to use the protection features that 
are already built into the latest SoC devices. Further research 
is recommended: as well as the resources referenced in this 
article, Xilinx has also produced a webinar in conjunction with 
security experts at Avnet, Infineon, and Mocana that provides 
an overview of security threats and examines countermeasures 
leveraging IIC and TCG guidelines and key elements of IEC 
62443.
www.xilinx.com

Figure 3. The chain of trust in embedded devices begins with 
device hardware at the lowest level.

Figure 4. Services, tools, and silicon features, together, enable 
end products to satisfy IEC 62443. 
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Power Management for FPGAs
Frederik Dostal, Analog Devices

There have been many technical discussions about design-
ing a good power management solution for an FPGA 
application, as it is not a trivial task. One aspect of this 

task involves finding the right solution and selecting the most 
suitable power management product, while another is how to 
optimize the actual solution for use with FPGAs.

Many vendors market certain products as suitable to power 
FPGAs. What makes the selection of DC/DC converters specific 
to powering FPGAs? Not much. Generally, all power converters 
can be used to power FPGAs. Recommendations for certain 
products are usually based on the fact that many FPGA applica-
tions require multiple voltage rails, such as for the FPGA core, 
the I/Os, and possibly an additional rail for DDR memory termi-
nation. Often PMICs (power management integrated circuits), 
where multiple DC/DC converters are all integrated into one 
single regulator chip, are preferred.

One popular way to find a good solution for powering a spe-
cific FPGA is to use pre-existing power management reference 
designs, which many FPGA vendors offer. This is a good start-
ing point for an optimized design. However, modifications of 
such designs are often necessary, since a system with an FPGA 
usually requires additional voltage rails and loads that also need 
to be powered. Additions to the reference design are also often 
necessary. Another thing to consider is that the input power of 
FPGAs is not fixed. The input voltage heavily depends on the 
actual logic levels and the design that the FPGA is implement-
ing. After completing modification to the power management 
reference design, it will look different from the reference de-
sign’s original suggestion. One can argue that the best solution 
is to not even bother with a power management reference de-
sign, but to enter the required voltage rails and currents straight 
into a power management selection and optimization tool such 
as LTpowerCAD from Analog Devices.

LTpowerCAD can be used to come up with a power solution 
for individual voltage rails. It also offers a collection of reference 
designs, providing designers with a good starting point. LTpow-
erCAD can be downloaded for free from the Analog Devices 
website.

Once a power architecture and individual voltage converters 
have been selected, we need to choose suitable passive com-
ponents and design the power supply. When doing this we need 
to keep the special load requirements of FPGAs in mind. 

These are:
    • Individual current requirements
    • Voltage rail sequencing
    • Monotonic rise of voltage rails
    • Fast power transients
    • Voltage accuracy

Individual Current Requirements
The actual current consumption of any FPGA depends heavily 
on the use case. Different clocking and different FPGA content 
requires different amounts of power. Because of this, the final 
power supply specification for a typical FPGA design is bound 

to change during the FPGA system design process. FPGA 
manufacturers supply power estimation tools that help to calcu-
late the kind of power level that the solution will need. This in-
formation is quite useful to have before actual hardware is built. 
Still, the design of 
the FPGA needs to 
be final, or at least 
close to final, to get 
meaningful results 
with such power 
estimators.

Often, engineers 
design the power 
supply with the 
maximum FPGA 
current in mind. 
Then, if it turns 
out that the ac-
tual FPGA design 
requires less power, 
they scale down the 
power supply.

Voltage Rail 
Sequencing
Many FPGAs 
require different 
supply voltage rails 
to come up in a 
specific sequence. 
Often times the core 
voltage needs to 
be supplied before 
the I/O voltages 
come up. Other-
wise some FPGAs 
will be damaged. 
To avoid this, the 
power supply needs 

Figure 1. LTpowerCAD tool to select the right DC/DC 
converters to power FPGAs.

Figure 2. ADP5014 PMIC with integrated 
support for flexible up- and down-
sequencing.

Figure 3. Start-up and shutdown 
sequencing of multiple FPGA supply 
voltages.
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to be sequenced in the correct order. Simple up-sequencing 
can easily be done by using enable pins on standard DC/DC 
converters. However, controlled down-sequencing is usually 
also required. It is difficult to achieve a good 
result when only enable pin sequencing 
is performed. A better solution is to use a 
PMIC with advanced integrated sequencing 
features, such as the ADP5014. The special 
circuit block that enables adjustable up and 
reverse order down-sequencing is indicated 
in red in Figure 2.

Figure 3 shows the sequencing done 
with this device. The time delay for up- and 
down-sequencing can be easily adjusted 
with delay (DL) pins on the ADP5014.

If individual power supplies are used, an 
additional sequencing chip can take care of 
the required on/off sequencing. One example is the LTC2924, 
which can control either the enable pins of DC/DC converters 
to turn on and off the power supplies or it can drive high-side N 
channel MOSFETs to attach and detach an FPGA to a certain 
voltage rail.

Monotonic Rise of Voltage Rails
Besides the voltage sequencing, a mono-
tonic rise of the voltages during startup 
may also be necessary. This means that a 
voltage will only rise linearly, as shown by 
Voltage A in Figure 4. Voltage B in this plot 
shows an example of a voltage not rising 
monotonically. This can happen when the 
load starts pulling large currents at a certain 
voltage level during startup. One way to 
prevent this is to allow for a longer soft start 
of the power supply and to choose power converters that can 
quickly supply high amounts of current.

Fast Power Transient
One other FPGA characteristic is that FPGAs very quickly start 
drawing high currents. They cause high load transients on the 
power supply. For this reason, many FPGAs require extensive 
input voltage decoupling. Ceramic ca-
pacitors are used very closely between the 
VCORE and the GND pins of the device. 
Values up to 1 mF are quite common. Such 
high capacitance helps to reduce the de-
mand on the power supplies to deliver very 
high peak currents. However, many switch-
ing regulators and LDOs have a maximum 
output capacitance specified. The input 
capacitance requirement of the FPGA can exceed the maximum 
allowed output capacitance of the power supply.

Power supplies do not like huge output 
capacitors since, during startup, this ca-
pacitor bank looks like a short circuit on the 
output to the switching regulator. There is 
a solution for this problem. A long soft start 
time can allow for the voltage on the large 
capacitor bank to come up reliably without 
the power supply to go into short-circuit 
current limit mode.

Another reason why some power converters do not like 
excessive output capacitance is that this capacitance value 
becomes part of the regulation loop. Converters with integrated 

loop compensation do not allow for exces-
sive output capacitance to prevent loop 
instability of the regulator. Often there are 
ways to influence the control loop by using 
feedforward capacitance across the high-
side feedback resistor, as shown in Figure 
6.

For the load transient and start-up 
behavior of a power supply, the develop-
ment tool chain including LTpowerCAD 
and especially LTspice is very helpful. One 
effect that lends itself well to modeling and 
simulation is the decoupling of the large in-
put capacitors of the FPGA from the output 
capacitors of the power supply. Figure 6 

shows this concept. While the POL (point-of-load) power supply 
tends to be located close to the load, often there is some PCB 
trace between the power supply and the FPGA input capacitor. 
When there are multiple FPGA input capacitors next to each 
other on the board, the ones that are furthest away from the 
power supply will have a smaller effect in the power supplies’ 
transfer function, since there is some resistance but also para-

sitic trace inductance between them. These 
parasitic board inductances can allow for 
the input capacitance of an FPGA to be 
larger than the maximum limit of output 
capacitance of the power supply, even 
though all the capacitors are connected to 
the same node on the board. In LTspice, 
parasitic trace inductances can be added 
to the schematic and such effects can be 
modeled. Simulation results are close to 

reality when adequate parasitic components are included in the 
circuit modeling.

Voltage Accuracy
The voltage accuracy of an FPGA power supply usually needs 
to be quite high. A variation tolerance band of only 3% is quite 
common. For example, keeping a Stratix V core rail at 0.85 

V within a 3% voltage accuracy window 
requires a complete tolerance band of only 
25.5 mV. This small window includes volt-
age variation after load transients, as well 
as DC accuracy. Again, the available power 
supply tool chain including LTpowerCAD 
and LTspice is essential in the power design 
process for such strict requirements.

One last piece of advice is in regards to the selection of 
FPGA input capacitors. For them to quickly deliver large cur-
rents, ceramic capacitors are usually chosen. They work well for 

this purpose, but they need to be selected 
so that their true capacitance value does 
not drop with DC bias voltage. Some ce-
ramic capacitors, especially the Y5U types, 
change their true capacitance value down 
to only 20% of the nominal face value when 
they are biased with a DC voltage close to 
their maximum rated DC voltage.

Figure 4. Voltage A rising monotonically, 
with Voltage B not rising monotonically.

Figure 5. Input capacitor requirement of 
many FPGAs.

Figure 6. Feed forward capacitor to allow 
for control loop adjustment when no loop 
compensation pin is available.

Figure 7. Parasitic decoupling between 
the power supply output capacitors and 
the FPGA input capacitors.
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The path to mass market high precision positioning
Thomas Nigg, u-blox

If we’re going to see fully autonomous vehicles on our roads, 
a number of technologies need to hit maturity and then be 
rolled out simultaneously. Key among them is high precision 

positioning capability that’s reliable, affordable and scalable. 
Global navigation satellite system (GNSS) technology has 

come on in leaps and bounds in recent decades. Shortly after 
the turn of the century, for ex-
ample, we saw the time it takes to 
achieve an accurate initial position 
reading slashed from minutes to 
less than 30 seconds. Later that 
decade, we saw receiver sensi-
tivity improve, going from  130 
dBm to  167 dBm. And where the 
American Global Positioning Sys-
tem (GPS) was the only worldwide 
positioning satellite constellation 
at the turn of the millennium, it’s 
since been joined by the European 
Galileo system, as well as China’s 
BeiDou and Russia’s GLONASS. 
And that’s before you add India’s 
NAVIC and Japan’s QZSS regional systems to the mix. This 
proliferation has enabled GNSS chip-makers to build receivers 
that work with multiple constellations. What’s more, the satellite 
signals have been modernized, and this year, for the first time, 
multi-band GNSS is becoming affordable. All of this provides 
the foundations for the next key GNSS focus topic: achieving 
accuracy down to the decimeter- or even centimeter-level.

The accuracy challenge
To identify its position, a GNSS receiver uses triangulation, pick-
ing up its distance from four or more satellites. This distance is 
calculated based on the time it takes for the satellite’s signal to 
get to the receiver. The difficulty is that an error of even a couple 
of billionths of a second can have a big impact on the accuracy 
of the reading. If there’s an error in the orbit position of the sat-
ellite, accuracy drops by up to 2.5 meters. A satellite clock error 
can lead to a further drop of up to 1.5 meters. Perturbations in 
the troposphere and ionosphere add further accuracy losses of 
1 meter and 5 meters respectively – and more when the satellite 
is near the horizon, or when solar activity is especially intense. 
However, the biggest error occurs when signals from the satel-
lite reach the receiver indirectly, or multiple times, as can hap-
pen when they bounce off building walls. This is known as the 
‘multipath’ effect. 

If you’re somewhere with open skies, a standard GNSS re-
ceiver will give you a reading with accuracy down to 2 meters.

Achieving high precision GNSS
GNSS correction data enables much higher levels of preci-
sion, by cancelling out GNSS errors. This correction data can 
be gathered using a base station in a known location, which 
monitors signals coming from the satellites and identifies any 
discrepancies between its actual position and the one obtained 
from the GNSS signals. These deviations are then sent to 
moving ‘rover’ vehicles that subscribe to the service, enabling 
them to pinpoint their position more accurately by using the 
correction data to adjust the reading from the GNSS satellites. 

If conditions are good, and the rover and base station are rela-
tively close together, this technique can deliver centimeter-level 
accuracy.

However, while correction data can address satellite clock, 
satellite position and atmospheric errors, multipath errors are 
often unique to a device’s surroundings, meaning they may 

differ between the rover and the 
base station. As a result, these er-
rors need to be tackled within the 
individual receiver device.

High precision GNSS has been 
around for some time, but be-
cause both the kit and correction 
services have been so expensive, 
it’s remained the preserve of 
a handful of specialist profes-
sions, such as surveying. But new 
technologies are now making high 
precision positioning accessible to 
the mass market. This is unlocking 
use cases such as lane-accurate 
navigation, precision aerial drone 

flights and landings, unmanned farm machinery, augmented 
reality and vehicle-to-everything (V2X) communication, where 
vehicles wirelessly communicate with one another and the road 
infrastructure to avoid collisions.

Delivering mass market high precision 
positioning using correction services
There are two approaches when it comes to delivering GNSS 
correction services. The first is observation space representa-
tion (OSR). Here, the service calculates the expected error at 
the location of each specific rover, and sends this directly to the 
rover device.

The other technique is called state space representation 
(SSR). Here, GNSS signal errors are monitored and then used 
to physically model errors spanning a full region, in a so-called 
‘state space’ model. The data describing the model at a given 
point in time is transmitted to rovers right across the coverage 
area.

Only SSR can feasibly be scaled up to become a truly mass 
market solution. Here’s why.

Applicable in situations needing centimeter- or millimeter-
level accuracy, OSR is used in real time kinematic (RTK) and 
network RTK satellite navigation. OSR-based systems need 
a two-way link between the rover and correction data service 
provider. Moreover, for optimal accuracy, the rover must remain 
within 30 km of the base station. The challenge with OSR is 
that if it were to be adopted by the mass market, current mobile 
communication networks would struggle to reliably deliver the 
levels of communication required. Consequently, OSR isn’t ide-
ally suited to mass adoption.

SSR-based techniques, on the other hand, send out one 
stream of data that covers the full service area, and can be 
picked up by any rover. Thanks to this simpler communication 
approach, and the fact that you only need a reference station 
every 150-250 km, SSR is the only technique that can feasibly 
be used for mass market high precision positioning, including 
highly assisted driving.

Figure 1: How OSR and SSR work – and an at-a-glance 
comparison

https://twitter.com/eenewseurope
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Moreover, we’ll see even better performance as improved 
receiver hardware, able to pick up more data from satellites, is 
rolled out. Early GNSS satellites transmitted in just one frequen-
cy band. More modern ones use up to three: GPS, for example, 
sends out its signals in L1 (cen-
tered on 1575 MHz), L2 (1227 
MHz) and L5 (1176 MHz). BeiDou 
and GLONASS both use L1 and 
L2. High precision receivers can 
benefit by using more than one 
frequency band from the same 
constellation, thereby signifi-
cantly accelerating the speed at 
which they can achieve a highly 
precise reading. Ultimately, this 
results in a more robust and reli-
able location service.

High-precision GNSS systems 
of the future will be made up of 
a range of components work-
ing together. Firstly, you’ll have 
the existing satellite constellations. Second, there will be the 
reference base stations, logging the satellite signal errors in real 
time. Third are the correction services, which transmit the error 
components, via the Internet and geostationary satellites. And 
fourth will be the kit in the rover devices, including dual-band 
GNSS receivers, a cellular modem (to pick up correction data 
sent over the Internet), and an L-band receiver (to collect the 
correction data from the geostationary satellites).

Applying high precision positioning 
technology to the cars on our roads
Vehicles on our roads today are nearly all fully driver-controlled, 
but an ever-increasing proportion have some form of assistance 
system. As we shift towards completely autonomous driving, 
we’ll need to see the level of automa-
tion growing step-by-step in spe-
cific scenarios, such as parking or 
highway driving. In today’s assisted-
driving vehicles, the human driver is 
still responsible for remaining in-lane 
or maneuvering between lanes (this 
is Level 1 in the diagram below). 
There are already vehicles that sit in 
the second level, with partially auto-
mated systems capable of holding or 
changing lanes in certain situations. 
As you move up the scale to Level 3, 
drivers will even be able to let go of the steering wheel in some 
scenarios, though they need to be ready to take back control if 
required. Step up to Level 4, and in some cases, you won’t even 
need a driver any more. Only once all this has been achieved, 
does the possibility of delivering fully driverless vehicles be-
come the next feasible target (Level 5).

For autonomous driving to be safe, a range of technologies 
will need to work in harmony. It’s already possible to bring to-
gether camera images, radar and lidar information and high-def-
inition maps to enable a vehicle to pinpoint its location down to 
10 cm accuracy, and sense obstacles in a variety of situations. 
But on their own, these systems can’t fully replace a human 
driver. For example, as we move towards fully automated driv-
ing, a vehicle’s systems will need to rely on a precise position 
reading to decide whether it’s safe to switch from human to au-
tonomous control. However, if surrounding conditions are poor 

or there are no distinguishing landmarks, the optical systems 
may not determine correctly whether autonomous mode can 
safely be activated. This is a particular issue in Level-4 systems, 
because it’s here that the driver can hand full control over to the 

autonomous systems in certain 
scenarios – deciding when this 
can be done safely is key.

In situations like this, high 
precision GNSS can be used 
with automotive dead reckon-
ing. This brings together satellite 
navigation information with data 
from in-vehicle sensors, such 
as an accelerometer, gyroscope 
and wheel-speed detectors. This 
provides accurate and indepen-
dent positional information, even 
when GNSS isn’t available. This 
precise position reading can help 
pinpoint which segment of a high 
definition map the vehicle is in, 

which, combined with geofencing of key areas, can be used to 
reduce speed for safety reasons, for example. The reading can 
also be used to calibrate the in-vehicle sensors.

ISO 26262 sets out the safety requirements for autonomous 
vehicles, including so-called ‘functional safety’. This covers the 
vehicle’s ability to safely respond to errors, either in its firmware 
or its hardware, ultimately to keep passengers safe. To meet 
these requirements, the sorts of systems we’ve just described 
are vital. 

However, while functional safety is an essential component 
of autonomous vehicle safety, it only covers errors that could 
happen on the vehicle itself. As we’ve seen, when it comes to 
positioning, the key areas for error are external to the vehicle. 
So even if a vehicle was functionally safe, it wouldn’t know to 

reject inaccurate positional data. 
Consequently, you need a more 
comprehensive safety approach, 
called ‘integrity’. This would look at 
the complete technology landscape, 
including the sensors, security 
systems and V2X communications. 
Integrity demands that every piece 
of technology identifies how confi-
dent it is in the output it is providing. 
If this confidence drops too low, the 
vehicle will know when to switch to 
an alternative technology. 

The foundations for future motoring
High GNSS accuracy is a central enabler of advanced driver-as-
sistance systems (ADAS) and completely autonomous vehicles 
that ultimately improve road safety. Using multi-band receiv-
ers and SSR correction data, high precision GNSS provides 
a reliable reading of the vehicle’s position, irrespective of the 
circumstances. Accuracy will need to be down to the decime-
ter-level on open highways, and for now less than a meter on 
more complex city roads. And as well as being highly accurate 
when it comes to pinpointing the vehicle’s physical location, the 
position reading needs to be delivered with a very high degree 
of confidence in its accuracy. And lastly, if the technology is to 
achieve mass market adoption, it will need to work flawlessly 
and be affordable.
www.u-blox.com

Figure 2: These graphs show the performance improvement 
you get when using dual-band GNSS with SSR correction 
data, compared to single-band GNSS on its own.

Figure 3: The step-by-step journey towards fully 
autonomous driving.
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Easy IoT Automation in the Cloud
Cliff Ortmeyer, Premier Farnell

We’ve come a long way since people explained con-
nected devices by the example of a fridge that could 
say when the milk had run out. The evolution of 

thought from connecting such static objects to the current state 
of play where devices can monitor heartbeat, sensors that can 
detect noxious fumes, meters for measuring miles run and calo-
ries burned: the list is endless.

The concept of Internet of Things has thus penetrated our 
consciousness, particularly when it comes into the connected 
home.  Amazon Alexa, Philips Hue, British Gas’s Hive and Nest 
have all become available in the last few years, a sign of the 
boom in all connected devices.  Surveys predict there could be 
50 billion connected devices in the world by 2020, so we need 
to find a way to use them effectively. 

IoT and the cloud – the perfect storm
Just as the whole concept of the Internet of Things has un-
dergone a transformation, so has the notion of cloud comput-
ing. Originally envisaged as a way for major corporate to use 
computing power more flexibly, it’s expanded from its corporate 
beginnings and now offers consumers the chance to have ser-
vices at their fingertips.   

And this is particularly true when it comes to making use of 
IoT devices, there’s much more power to be obtained from the 
cloud, power that can transform the way that we stay con-
nected.

Coupled with the increase of cloud computing and the rise of 
the Internet of Things, there’s been a third factor involved: the 
greater use of mobile phones.  We have just passed the 10th 
anniversary of the birth of the iPhone, giving its users their very 
own computer, within their hands. This capacity to call up ser-
vices on demand, and on the move, has changed the landscape 
for embedded computers.   

The major cloud companies have recognised that there’s this 
demand for IoT devices to be linked to the cloud and they have 
released software to help users connect embedded devices 
more easily. The likes of Amazon, Microsoft and Google are 
helping users to take advantage of the cloud connection soft-
ware contained within a range of devices.

Google has introduced the Google Cloud IoT Core, which 
allows the central management of IoT devices and integrates 
them into one system. While Microsoft’s approach has been to 
enhance its existing cloud system, Azure.  The company has 
introduced its own version of device connectivity with its Azure 
IoT suite, which is able to connect industrial devices to the 
cloud, making the technology available to manufacturing en-
terprises while, at the same time, it provides management and 
analysis of an array of remote devices and sensors. Amazon is 
probably the company that’s gone furthest down this route. Its 
AWS IoT offering has a software development kit (SDK) to help 
device users to connect, authenticate, and exchange messages 
with AWS IoT using a variety of protocols.

In all these cases, the use of the cloud is crucial to the way 
that users handle IoT devices. The need for a highly resilient 
and distributed framework is paramount when it comes to con-
nectivity. Cloud offers three things: unlimited compute power, 
flexibility in connecting remote devices and a standardised ap-
proach to handling workloads.

The hobbyists’ world
This approach is excellent news for large enterprises who are 
using IoT devices: it means that they have the power of large 
cloud providers at their fingertips, making it easier to handle 
connected devices.  But what of the hobbyist or maker work-
ing from home; this will be someone working on a small project, 
requiring some sort of connectivity but without the financial 
muscle of a large corporate.

Some of the cloud providers have acknowledged the need 
to help this market. To make life easier for makers, Amazon has 
introduced the AWS IoT Button - a programmable device based 
on the Amazon Dash Button - that can draw on the power of the 
AWS cloud to provide additional functionality for hobbyists.

But there are other approaches too.  It’s possible to have 
some access to cloud services without going down the full 
deployment route.  For example, Particle is an IoT platform that 
allows simple connectivity for devices. It’s being used by enter-
prises for the IoT products but also offers access to Raspberry 
Pi and Arduino deployments. In other words, the type of usage 
that we’d expect to see from hobbyists, the sort of people 

Figure 1. AWS IoT Button https://aws.amazon.com/iotbutton/
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who don’t want to mess with cloud providers such as AWS or 
Google.

IFTTT
We can see this change up close when we look at IFTTT (if this, 
then that) a cut-down programming language that gives makers 
and hobbyists a chance to customise their own apps and web 
services. The ‘this’ and ‘that’ are important in this context as IF-
TTT responds to situations where one event will trigger another 
action, e.g. a break-in captured by a burglar alarm could use 
IFTTT to send an alert to a phone.  

The system works by using applets – small programs that 
can trigger a set of responses. Applets are based on two ele-
ments: triggers – which roughly represent the ‘this’ part of the 
equation and actions – the 
‘that’ part of the program. 

IFTTT works with a 
wide variety of software 
– from websites such as 
YouTube or eBay – to de-
vices - sending a security 
camera image to a web-
site, for example. IFTTT 
has proven to be particu-
larly useful in connecting 
Raspberry Pi to the cloud 
– it’s a highly efficient way 
to introduce new ap-
plications. By deploying 
IFTTT, a user can call on cloud-like services without the need 
for calling up a full cloud instance – it makes the connectivity of 
devices within a home or a small office that much simpler. 

To get to grips with IFTTT, you first need to understand the 
concept of services (previously known as channels) – they’re the 
building blocks of all IFTTT applications.

There are large numbers of different services supporting IoT 
devices – there are channels supporting health devices, there 
are services supporting home automation, there are some sup-
porting systems like Arduino and some supporting business 
systems (Office 365, for example, has its own service). There’s 
a clear similarity between logging into these services and using 
the cloud for enterprises services: you’re calling on software 
held on other servers

For example, the IFTTT Maker Service appeals to hobbyists 
who look to develop small electronics projects. By using the 
Maker Services, users can develop applets for their own proj-
ects and save them to be shared with other users. Under the 
terms of this service, each individual can have his or her own 
username for the creation of these personal projects – most 

hobbyists do this through 
Raspberry Pi or through 
Arduino.

Individuals can apply 
for their own username 
and use this as the basis 
for creating a set of 
services.  From there, the 
users can deploy what 
are called “webhooks” to 
link their own devices – or 
programs – to any other 
device or service that can 
be accessed over the 
web.  

There’s a range of options available for users: thanks to 
the combination of the power of the cloud and the richness of 
IFTTT.  Enterprises have enjoyed the power and flexibility of 
cloud services for some years now, but hobbyists working on 
their own electronics projects can also call on this richness and 
there’s no excuse for ignoring it.
www.premierfarnell.com

Figure 2. Building Applets 
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The IoT Mind Map
Wisse Hettinga

When preparing for an article, I often use a mind map to 
collect ideas and subjects. For me it is an easy way 
to bring some order in the chaos of information and 

a good way to do a brainstorm when there are no colleagues 
around. For this IoT article, I made one and I would like to share 
this mind map with you and look at some of the jottings.

For those not familiar with a mind map: you always start in 
the middle of the page with a circle or square where you write 
down the big subject, idea or problem. From there you just start 
jotting down anything that comes into mind. Every thought is 
allowed and worth writing down. 

When the storm of ideas and thoughts is over, you are left 
with a page that can help you focus on a subject or an area, or 
perhaps the mind map takes you to a completely new idea. You 
can connect some of the jottings and wonder what that connec-
tion might bring.  To be honest, I think that with IoT we can do 
with some new ideas, since so much has already been said.

So IoT is in the middle of the page - the Internet of Every-
thing. From there the jottings wander of to Smart. That is an 
easy step due to the fact that everything with a connection to 
the internet is called smart. The definition of smart, however, 
will differ from one person to the next, because what is smart 
for one can be completely the opposite for another. Neverthe-
less, most of the new products that arrive on the market are sort 
of smart: smart television sets, smart speakers, smart kitchen 
appliances, smart health technology, you name it. What makes 
them smart is that these devices are connected to the internet 
and they send data to a cloud or another server somewhere and 
receive data back. Being a ‘thing’ that is smart and connected 
also has a not-so-smart downside. It means that you will always 
consume electricity. Small amounts, indeed, but the number of 
IoT devices add up and already the total power consumption 
of stand-by things is huge. Estimates and reports mention that 
in the coming years around 20% of the total world wide power 
consumption will go to data centres. A close to home example: 
an Amazon Alexa Smart Speaker. When on stand-by, it con-
sumes around 1.6 watt. The number of Alexas sold is 20 million 
right now. Do the calculation!

Now, some people do another calculation and will argue that 
IoT will help us reduce power by making the production and 
distribution much more efficient, the Smart Grid. Fair point, and 
a call to all engineers involved: how can we compensate the 
stand-by power consumption of all the IoT devices and their 
data centres?

From Smart there is a line to Artificial Intelligence (AI) and 
Machine Learning (ML) in the map. Interesting areas, but also 
areas of concern. Artificial Intelligence technology is a grow-
ing player in today’s world. Without knowing it, we are already 
communicating with intelligence that is produced by a machine 
in our day to day life. Calling a helpdesk service or simply us-
ing Google Translate will help you experience AI first hand. IoT 
and Artificial Intelligence/Machine Learning will see a growing 
interest. IoT has everything to overload our decision structures 
simply through the amount of data that is produced. Machine 

Learning will offload our burden from dealing with “everything” 
and AI algorithms will decide for us what needs to be done.

In the mind map there is also a connection to noise. With 
this I do not mean the street noise level that is measured, also 
with IoT devices, but radio noise. The majority of IoT devices is 
looking for some wireless connectivity and they all hang around 
on the same frequencies. Search for ‘The Interference of Things’ 
and you will run into many articles addressing this subject. A 
good example is our ‘good old’ WiFi connection. Many of you 
will experience loss of connection to the WiFi router now and 
then.  Well, the explanation in many ways is, that it is caused by 
‘noise’ radiated from improperly designed radio transceivers. 
For your YouTube browsing or other internet browsing activities 
that might be a problem easy to live with, but what if that same 
or a nearby frequency is used for a critical (such as a medical) 
application? The 2.4 GHz band is famous for interference: it is 
like the M25 around London in rush hour. The expectation is 
that the new 5G networks will reduce latency problems and will 
give new air room for new applications.

Talking about 5G. The new standard promises a complete 
shift in the way we communicate with things. IoT will transfer 
from relatively low data streams and bandwidth to rich media 
transfer, audio and video will allow for augmented reality appli-
cation in the world of IoT. There are high expectations regarding 
what the new standard can do for new industrial applications. 
No latency will be vital for time critical applications in automo-
tive and the medical industry.

Back to the mind map. There is the odd line to analog. What 
is that? Analog electronics is the deep understanding of how 
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electronics work. From simple passive elements, the wonderful 
behaviour of inductance and capacitance influencing each other 
in the LC circuit, to active elements, the amplifying or switch-
ing transistor - still in the heart of our processors and control-
lers - to the behaviour of high frequencies in circuits and PCB 
design. Also, we live in an analog world and the sensors we use 
follow that analog behaviour of temperature, light and speed. 
You need to know what they measure and how they produce 
a signal that can be digitized and analyzed. This also bring us 
into the domain of AD conversion - the conversion of the real 
world into an ‘estimated’ digital world. AD converters are an 
interesting subject and their accuracy is vital for the controller or 
processing system.  

And what are IoT operating systems? Operating systems for 
IoT are interesting when the signal needs to be processed on 
the spot. If you have a simple temperature sensor that needs to 
send information to a controller, you might not need a complete 
system with bells and whistles. But if you need that sensor to 
operate independently on the ‘edge’ and ‘report back’ to the 
host system and if you have not one but a few hundred of these 
sensors, you need a more powerful environment, an operating 
system, to control that all. There are many cloud solutions, but 
when it comes to embedded solutions, RIOT might be more 
interesting. It is good to see many of these developments are 
open source and can be easily adapted for many applications.

Let’s talk about Security, or perhaps not? It is clear that the 
more nodes and devices are becoming part of the internet, the 
more security becomes an issue. For industries, this is a serious 
issue and a set of tight protocols needs to be in place to make 
sure the processes and machines can continue to operate. For 
individual security, it is just like locking the main door - make 
sure you lock it!

This is just a mind map, why not make your own and try to 
discover new ideas on (I)ioT.
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How Secure Foundations will Accelerate 
the Internet of Things
Mike Eftimakis, Arm

The Internet of Things (IoT) is a quick and easy way to 
describe devices that are connected to some kind of 
remote service in the cloud. However, this expression is 

often used as a catch-all term for many devices, markets and 
opportunities. The IoT encompasses many different devices 
from light bulbs, smart drills (yes it exists!), mining machinery 
or security cameras, which all have different functionality and 
thus, different requirements. These major differences lead to a 
wide range of requirements for the SoCs that power and control 
these applications and devices.

IoT device classes
To help make sense of this vast market, Arm has defined three 
main classes of IoT devices that map to the needs of different 
IoT applications:

-  Constrained – devices with limited capabilities, often due 
to the low target price, need for low processing power, or 
the amount of energy available. They may not even be able 
to directly connect to the cloud and may instead need a 
local gateway.

-  Mainstream –  the most common devices, which can be 
directly managed by the cloud. They often contain sufficient 
processing power to carry out useful operations on the data 
before sending to the cloud, or are able to combine various 
sensing inputs, to create meaningful information.

-  Rich nodes & gateways –the most powerful and feature-

rich devices within the IoT. They are able to analyse thei  r 
environment, perform local control and run complex soft-
ware stacks based on rich OS like Linux variants.

Of course, there is a high level of variability within each class, 
but we find that the three classes are useful in defining the type 
of system architecture that would be the most efficient for the 
application. Additionally, the device class often has implications 
on security requirements, as the most powerful (or rich) systems 
are the most attractive to hackers. It is therefore necessary to 
embed a level of security in each device that will be adequate 
for the application.

Designing for rich IoT applications
Recently, we announced our first system solution for rich nodes 
and IoT gateways, the SDK-700 System Design Kit. It allows 
SoC designers to quickly get a solid, secure foundation for 
this kind of device – effectively it’s a design toolbox that brings 
together all of the elements required to build such rich IoT 
systems, with a pre-built subsystem architected to implement 
security from the ground up.

There are several IP elements used in this subsystem, which 
are all part of the  SDK-700, including system IP elements (inter-
connect, debug structure, controllers, peripherals), the security 
blocks (firewalls), and even the processors needed to build the 
system.

The subsystem is the first to combine the processing power 
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of Arm Cortex-A processors and the low-power and high-
efficiency of the Arm Cortex-M processors for IoT applications. 
This combination allows systems to benefit from the capability 
to run Linux variants on the most powerful processor, offering 
designers a huge collection of software components. Consid-
ering that software development is one of the biggest costs 
associated with the development of IoT devices, this is a very 
significant advantage. Arm Cortex-M processors bring the 
reactivity and low-power attributes, which are particularly useful 
for managing communication links and real-time constraints 
(like motor control or sensor fusion) or for managing the system, 
while the main part is powered down to reduce energy con-
sumption.

The architecture of the subsystem within the SDK-700 allows 
easy expansion by connecting components on the Arm AMBA 
AXI expansion ports. This ensures that new use cases requir-
ing acceleration, such as image processing or machine learning 
algorithms, would be integrated into the system in a simple way, 
including the integration of their software drivers, which are very 
often provided as Linux libraries.

Security at its heart
We all know that creating secure systems is incredibly hard and 
with the growing landscape of attack surfaces, it’s not getting 
easier. There is no denying that security experts need to spend 
a lot of time crafting a system that exhibits a correct “defence in 
depth” strategy. Such strategies put many elements in place to 
ensure a good foundation, and thorough analysis and reviews 
must be performed to ensure that no vulnerabilities are ex-
posed.

The flexibility of the SDK-700 enabled us to collaborate 
closely with Microsoft to ensure it meets the security require-
ments designated by Azure Sphere. This allows SoC designers 
to use SDK-700 to bring Azure Sphere SoCs to market quickly, 
knowing that SDK-700 reaches the most stringent requirements 
given by Microsoft for its Azure Sphere solution and allows to 
design compliant systems much more easily.

Finally, using a common platform for the development of 
rich IoT nodes enables easier deployment of software and the 
creation of an ecosystem, bringing additional value to all the 
products that follow the same architecture.

As many of us know, security is mostly about building 
watertight partitions between different zones of the system. 
SDK-700 heavily builds on our proven Arm TrustZone technol-
ogy to ensure that different elements or software domains are 
kept separate. A single wall is not sufficient, and it is necessary 
to have multiple layers of protection. This ensures that if even 
one domain is compromised, the device can still function and 
recover from the attack. This takes the “defence in depth” con-
cept and puts it into production. 

At the heart of the subsystem, is the secure enclave which 
is the most secure domain and is treated as the main line of 
defence. It is used to start the system and progressively build a 
trust chain from the Root of Trust (RoT). This element protects 
the most precious assets of the system - the master keys which 
authenticate the identity of the device.

Around this element, the Cortex-A based system uses 
TrustZone as a second line of defence, and new TrustZone 

firewall components have been developed to ensure that this 
second domain is isolated from external elements connected to 
the subsystem. These firewalls have been designed to be both 
lightweight and efficient, especially targeting the requirements 
of IoT devices.

Communications between various processors are handled by 
new Message Handling Units (MHU) blocks, that maintain the 
isolation in the system, while providing a simple, controlled and 
unified way to exchange information. These MHUs are instanti-
ated in the system at key locations where communication has 
to happen (e.g. between the secure enclave and the Cortex-A 
processor, or between Cortex-A and any of the Cortex-M pro-
cessors).

Finally, TrustZone for Armv8-M can also be an additional par-
tition to separate domains within the Cortex-M systems that are 
plugged on the main subsystem. This can be used for additional 
protection of personal or biometric data or to protect sensitive 
features of these systems.

These security features are in line with the guidelines of 
the Arm Platform Security Architecture (PSA), an initiative and 
framework to increase the security of IoT devices. PSA is built 
from a three-stage process and draws a holistic set of deliver-
ables, including recommendations and tools to help anybody 
involved in the creation of IoT devices. 

Configurability and scale are key
IoT is not just about simple sensors, we also need a range of 
very powerful systems, capable of computing complex algo-
rithms and making decisions at the edge, or nodes that would 
extract the most essential information from a large quantity of 
data, to only feed relevant insights to the cloud. By nature, one 
benefit of a well-architected foundation is to be able to support 
a variety of elements that can be placed on top of it. 

Configurability within the SDK-700 means it is possible to 
scale from minimal systems with the smallest Cortex-A proces-
sor, to quad-core clusters of more powerful processors capable 
of complex processing. This scalability doesn’t end with Cortex-
A, in fact, another benefit of SDK-700 is its ability to support a 
variety of Cortex-M systems, offering many other ways to dif-
ferentiate and offer flexibility. This makes it possible to connect 
a range of complex peripheral systems in a very efficient way, 
without compromising the security of the entire structure.

Low-power will always be key to the success of the IoT, so 
we have ensured that low-power infrastructure integrated into 
the subsystem is ready to be extended outside in the whole 
SoC. This means that whatever combination or configuration 
you choose, it is capable of adhering to the low-power con-
straints of an IoT device. 

Finally, most of the configuration options are made possible 
with software. Arm software is released in the open-source do-
main to make sure that it can be used, adapted and integrated 
into any selected environment. Because software is becoming 
the most expensive part of IoT device development, the ability 
to reuse pre-developed elements is key. Moving to a Cortex-
A based system is the best way to enable this reuse, and a 
common architecture shared by many partners ensures that 
software elements can be ported easily.
www.arm.com

https://www.facebook.com/EENews-Europe-264480083592516/
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Products/News 

Rutronik adds new Bosch Sensortec 
accelerometer
Rutronik UK is now offering the highly configurable, ultra-low 
power BMA400 accelerometer from Bosch Sensortec to its 

range. The BMA400 al-
lows continuous, low-
noise measurement of 
motion on three axes with 
12-bit digital resolution 
and several selectable 
bandwidths. The sensor 
detects tilting move-
ments, linear motion, and 
tapping / double tapping. 
It also tracks the level 
of activity and counts 
the number of steps 
taken. The integrated step 
counter and embedded 
activity tracking function 
consumes 4 µA of power, 

which can be reduced to 800 nA in ultra-energy-saving mode. 
With standard data capture, the acceleration data is continu-
ously read out via the sensor’s digital interface and processed 
by an external MCU. With the plug and play function, data 
processing takes place inside the chip. The sensor can trigger 
an interrupt signal for predefined situations. 
Rutronik
www.rutronik.com/bma400

Arm acquires Treasure Data to provide end-
to-end IoT solution
Arm has acquired enterprise data management provider, 
Treasure Data, which will allow the company to provide an 
end-to-end platform for IoT connectivity, device and data man-

agement. 
The Arm 
Pelion IoT 
solution will 
comprise a 
combination 
of technolo-
gies from 
Arm’s Mbed 
Cloud, 
Treasure 

Data and other recent Arm acquisition, device management 
specialist Stream. Combining these technologies will enable 
organisations to quickly and securely implement an IoT solution 
that provides insights from IoT, enterprise and third-party data. 
Treasure Data is a leader in enterprise data management, with 
technology that can aggregate and translate massive volumes 
of scattered and siloed data. The technology can deal with 
data from any source and provide actionable insights from 
any data mix. The acquisition is Arm’s largest to date, and the 
company claims it is the final piece required for the end-to-end 
Pelion IoT platform, which will allow multiple types of disparate 
hardware and software to work together seamlessly.
Arm
www.arm.com

Affordable TI robotics kit available from 
Farnell element14
Farnell element14 is now stocking Texas Instruments’ Robotics 
System Learning Kit (TI-RSLK), a robotics kit and classroom 

curriculum that together pro-
vide a deeper understanding of 
electronic systems. The TI-RSLK 
has been developed to teach 
university students the engineer-
ing concepts behind designing, 
testing and building a function-
ing robotic system. The robot kit 

comes with a 20-module curriculum developed with Professor 
Jon Valvano from the University of Texas at Austin. TI-RSLK 
Maze Edition includes over 60 electronic and mechanical 
components, including the SimpleLink MSP432P401R MCU 
LaunchPad Development Kit. The SimpleLink MCU platform 
delivers flexible hardware, software and tool options for IoT and 
robotics applications. The TI-RSLK teaches embedded sys-
tems and applications, but can also be fully customised, allow-
ing tutors to tailor the TI-RSLK material to their own teaching 
needs. There are three versions of the TI-RSLK Maze Edition 
kit: The TI-RSLK Basic kit includes the SimpleLink MSP-
432P401R MCU LaunchPad Development Kit. The TI-RSLK 
Advanced kit adds wireless communication concepts with the 
SimpleLink Bluetooth low energy CC2650 module BoosterPack 
plug-in module and SimpleLink Wi-Fi CC3120 wireless network 
processor BoosterPack plug-in module. The TI-RSLK Upgrade 
kit can be added to the basic kit to create the advanced kit
Farnell element14 
www.element14.com

IoT development kit connects to the Cloud 
straight from the box
RS Components has introduced a Cloud-enabled development 
kit that allows users to collect and analyse data within minutes 

of unboxing. The UrsaLeo UL-NXP-
1S2R2 kit has a Silicon Labs Thun-
derboard 2 sensor module, ready 
for connection to UrsaLeo’s services 
platform in Google Cloud. Pre-regis-
tered access helps developers start 
configuring dashboards and charts, 

set event-based text or email alerts, and run Google analytics. 
Apps and APIs are available to manage sensors locally, run di-
agnostics, and share information with other enterprise software 
or third-party tools. The Thunderboard 2 sensor module has 
sensors for temperature, humidity, UV, ambient light, baromet-
ric pressure, indoor air quality, gas detection, a 6-axis inertia, 
digital microphone, and a Hall sensor. The board also features 
a Silicon Labs EFR32 Mighty Gecko multi-protocol 2.4GHz 
radio that supports Bluetooth Low Energy or proprietary short-
range protocols, as well as Thread and ZigBee. With a ceramic 
antenna integrated and four high-brightness LEDs on-board, 
it is ready to power-up from a USB connection, coin cell or 
external battery pack. The UrsaLeo software development kits 
allow the porting of fully developed code to custom hardware 
and support for production scaling and device management.
RS Components 
uk.rs-online.com
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#MAGICPOWERMODULES

MagI³C Power Modules are easy-to-use DC/DC converters with integrated regulator IC, 
power inductor and capacitors. Design and layout reviews as well as support with EMI fi lter 
design are offered as a service for all customers. Datasheets contain detailed specifi cations 
and application information.

For more information please visit:
www.we-online.com/powermodules

  Simple design-in process
  Design and layout support
   EMI filter design for EN55022 

class B compliance 
  Evaluation Boards for all products

LGA-6 LGA-16 QFN TO263 SIP-3 SIP-4 SIP-7




